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AUTOMATIC PRIVACY MANAGEMENT FOR
IMAGE SHARING NETWORKS

[0001] Unless otherwise indicated herein, the materials
described herein are not prior art to the claims in the present
application and are not admitted to be prior art by inclusion in
this section.

[0002] Image sharing services may provide users with the
ability to uploaded images, such as pictures and videos, to a
network cloud that hosts the images. Once on the network
cloud, the images may be made publically available to allow
auser of the service to share the image with his or her friends,
associates, and others. Image sharing services, however, do
not provide any mechanism for protecting the privacy of
people that are in the publically shared images. In particular,
image sharing services do not provide a mechanism for pro-
tecting the privacy of people who did not consent to their
images being captured. Furthermore, image sharing services
do not provide users with a tool to manage their images to
protect the privacy of third parties that they capture in images.
Instead, users of an image sharing service may protect the
privacy of third parties by manually reviewing each image to
ensure that third party images are not publically shared on the
image sharing service.

SUMMARY

[0003] Techniques described herein generally relate to the
management of images in an image sharing network.

[0004] In some examples, a method for managing a cap-
tured image is described. The method may include receiving
image data that includes image location data regarding where
an image is captured. The method may also include receiving
device data from a device. The device data may include
device location data. The method may also include correlat-
ing the device data with the image data. The method may also
include modifying the image based on the correlation of the
device data and the image data.

[0005] In some examples, a method for managing a cap-
tured image is described. The method may include receiving
image data that includes image location data regarding where
an image is captured. The method may also include receiving
device data from a device. The device data may include
device location data. The method may also include correlat-
ing the device data with the image data. The method may also
include calculating a probability that a user of the device
appears in the image based on the correlation of the device
data with the image data.

[0006] In some examples, a system is described that may
include a data correlator and an image modifier. The data
correlator may be configured to correlate image data with
device data. The image data may include image location data
regarding where an image is captured and the device data may
include device location data regarding a location of a device.
The image modifier may be configured to modify the image
based on the correlation of the image location data and the
device location data.

[0007] In some examples, a system is described that may
include a data correlator and a calculation unit. The data
correlator may be configured to correlate image data with
device data. The image data may include image location data
regarding where an image is captured and the device data may
include device location data regarding a location of a device.
The calculation unit may be configured to calculate a prob-
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ability that a user of the device appears in the image based on
the correlation of the device data with the image data.
[0008] In some examples, a computer-readable storage
medium is described whose contents, when executed by a
processor, may cause the processor to receive image data that
includes image location data regarding where an image is
captured. Execution of the contents may also cause the pro-
cessor to receive device data from a device. The device data
may include device location data. Execution of the contents
may also cause the processor to correlate the device data with
the image data. Execution of the contents may also cause the
processor to modify the image based on the correlation of the
device data and the image data.

[0009] The foregoing summary is illustrative only and is
not intended to be in any way limiting. In addition to the
illustrative aspects, embodiments, and features described
above, further aspects, embodiments, and features will
become apparent by reference to the drawings and the fol-
lowing detailed description.

BRIEF DESCRIPTION OF THE FIGURES

[0010] In the drawings:

[0011] FIG. 1 is a block diagram of an example image
management system,

[0012] FIG.2is ablock diagram illustrating components of
an image sharing network within the example image manage-
ment system illustrated in FIG. 1;

[0013] FIG. 3 shows an example flow diagram of a method
that may be implemented in the image management system of
FIGS. 1 and 2;

[0014] FIG. 4 shows an example flow diagram of a method
that may be implemented in the image management system of
FIGS. 1 and 2;

[0015] FIG. 5 shows an example flow diagram of a method
that may be implemented in the image management system of
FIGS. 1 and 2; and

[0016] FIG. 6 is a block diagram illustrating an example
computing device that is arranged for managing captured
images,

all arranged in accordance with at least some embodiments
described herein.

DETAILED DESCRIPTION

[0017] In the following detailed description, reference is
made to the accompanying drawings, which form a part
hereof. In the drawings, similar symbols typically identify
similar components, unless context dictates otherwise. The
illustrative embodiments described in the detailed descrip-
tion, drawings, and claims are not meant to be limiting. Other
embodiments may be utilized, and other changes may be
made, without departing from the spirit or scope of the subject
matter presented herein. It will be readily understood that the
aspects of the present disclosure, as generally described
herein, and illustrated in the Figures, can be arranged, substi-
tuted, combined, separated, and designed in a wide variety of
different configurations, all of which are explicitly contem-
plated herein.

[0018] Some embodiments described herein generally
relate to cloud based image sharing networks or services and
the ability to maintain the privacy of third parties captured in
images shared on the image sharing networks. For example,
an image sharing network may maintain the privacy of a
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person that is unintentionally photographed by obscuring the
face of the person in the picture.

[0019] Generally, for example, the image sharing network
may receive an image, such as a photograph or a video, from
a user of the image sharing network. The image may contain
image location data, such as information concerning when
and where the image was taken. The image sharing network
may also receive location data from third parties that have
registered with the image sharing service to have their privacy
protected. The location data may include when the third par-
ties were at specific locations. In some embodiments, the
location data from the third parties may be sent to the image
sharing network from mobile communication devices, such
as smart phones, that are associated with the third parties.
[0020] The image sharing network may correlate the loca-
tion data of the third parties with the image location data to
determine the probability that one or more of the third parties
was captured in an image. If the image sharing network deter-
mines that one or more third parties was captured in the
image, the image may be modified to protect the privacy of the
third parties. In some embodiments, the image may be modi-
fied by obscuring the face of a third party in the image,
removing the face of the third party in the image, or by
marking the image as private so that the image is not publi-
cally shared on the image sharing service. In some embodi-
ments, the image sharing network may determine if the third
party knows the user that uploaded the image. If the third
party knows the user, the image sharing network may deter-
mine that the third party was the subject of the image and not
modify the image.

[0021] FIG. 1 is a block diagram of an example image
management system 100, arranged in accordance with at least
some embodiments described herein. In the illustrated
embodiment, the image management system 100 may
include an image sharing network 110, a communications
network 112, a mobile device 120, and an image capture
device 130.

[0022] In general, the communications network 112 may
include one or more wide area networks (WAN's) and/or local
area networks (LANs) that enable the mobile device 120 and
the image capture device 130 to communicate with the image
sharing network 110. In some embodiments, the communi-
cations network 112 may include the Internet, including a
global internetwork formed by logical and physical connec-
tions between multiple WANs and/or LANs. Alternately or
additionally, the communications network 112 may include
one or more cellular RF networks and/or one or more wired
and/or wireless networks such as, but not limited to, 802.xx
networks, Bluetooth access points, wireless access points,
IP-based networks, or the like. The communications network
112 may also include servers that enable one type of network
to interface with another type of network.

[0023] The image sharing network 110 may be configured
to store and share images uploaded to the image sharing
network 110 by users of the image sharing network 110. The
image sharing network 110 may store images such as photo-
graphs. The photographs may be stored in different file for-
mats, including but not limited to, JPEG, TIFF, Exif, RAW,
PNG, GIF, BMP, WEBP, PPM, PGM, PBM, and PNM. The
image sharing network 110 may also store images such as
videos. The videos may be stored in different file formats,
including but not limited to, DV and MP4. As will be
described in greater detail below, the image sharing network
110 may be configured to, among other things, modify
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images to maintain the privacy of third parties captured in
images shared on the image sharing network 110.

[0024] The image sharing network 110 may receive images
from image capturing devices, such as the image capture
device 130. The image capture device 130 may capture
images and upload the images through the communications
network 112 to the image sharing network 110. The image
capture device 130 may also create data about the images that
are uploaded to the communications network 112. For
example, the image capture device 130 may create image data
for each image that may include, but is not limited to, a
location where the image is captured and the time the image
is captured. The image capture device 130 may determine the
location where the image is captured using GPS, wireless
networks, wired networks, or by receiving location data from
an image capturing party 119. For example, in some embodi-
ments, the location of the image capture device 130 may be
determined based on signal strengths from surrounding
mobile phone base stations. In some embodiments, the image
data may be embedded in the image as metadata and uploaded
with the image to the image capture device 130. In some
embodiments, the image data may be separate from the image
and may be uploaded to the image sharing network 110 sepa-
rately from the image.

[0025] The image capture device 130 may be solely an
image capturing device, such as a digital camera or digital
camcorder. In some embodiments, the image capture device
130 may be included in another device, including, but not
limited to, a mobile communications device, such as a mobile
phone or a smart phone, a gaming system, a personal digital
assistant (PDA), a laptop computer, a desktop computer, a
handheld electronic device, or a tablet computer, or the like.
[0026] Insomeembodiments,theimage capture device 130
may not communicate with the image sharing network 110
through the communications network 112. The image capture
device 130 may download images and the image data to a
secondary device (not shown), such as a personal computer, a
laptop computer, a tablet computer, or other electronic device.
The secondary device may upload the images and the image
data through the communications network 112 to the image
sharing network 110. In some embodiments, the image cap-
ture device 130 may not generate image data. The secondary
device may generate the image data and upload the image
data with the images from the image capture device 130 to the
image sharing network 110.

[0027] The image sharing network 110 may also receive
data from devices, such as the mobile device 120. The mobile
device 120 may include a device data generator 122 that may
be configured to, among other things, run one or more appli-
cations that interface with the image sharing network 110 and
generate and send device data to the image sharing network
110 through the communications network 112. The device
data may include, but is not limited to, the location of the
mobile device 120 and the time that the mobile device 120 is
in the location. For example, the device data may indicate that
the mobile device 120 is at a certain longitude and latitude at
a certain time.

[0028] In some embodiments, the device data generator
122 may determine the location of the mobile device 120
using GPS. Alternately or additionally, the device data gen-
erator 122 may determine the location of the mobile device
120 using one or more wireless or wired networks or using
any other means to determine its location. For example, in
some embodiments, the location of the device 120 may be
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determined based on signal strengths from surrounding base
stations of a mobile communication network. Furthermore, in
some embodiments, the device data generator 122 may gen-
erate additional device data to send the image sharing net-
work 110 every time the device data generator 122 determines
that the mobile device 120 has moved to a new location.
Alternately or additionally, the device data generator 122 may
periodically generate additional device data at a set interval or
intervals of time, for example, every 1 minute, 2 minutes, 5
minutes, or other time interval. Alternately or additionally,
the device data generator 122 may monitor the location of the
mobile device 120 and generate additional device data after
the mobile device 120 moves a predetermined distance from
an immediately preceding reported location.

[0029] In some embodiments, the device data generator
122 may send device information in real-time. Alternately or
additionally, the device data generator 122 may store the
device information and send the device information at a lower
frequency, such as every hour, every two hours, every twelve
hours, or once per day. In some embodiments, the device data
generator 122 may automatically send device data to the
image sharing network 110. Alternately or additionally, the
device data generator 122 may send the device data to the
image sharing network 110 as requested by a third party 118
owner of the mobile device 120.

[0030] The mobile device 120 may be any electronic device
capable of generating location and time data. For example, in
some embodiments, the mobile device 120 may include, but
is not limited to, a mobile communication device, such as
mobile phone or smart phone, tablet, GPS navigation system
device, gaming system, media player, or other electronic
device capable of determining its location. In some embodi-
ments, the mobile device 120 may not communicate with the
image sharing network 110 through the communications net-
work 112. For example, the device data generator 122 may
generate the device data and download the device data to a
secondary device (not shown), such as personal computer,
laptop, mobile communication device, tablet, or other elec-
tronic device that may upload the device data to the image
sharing network 110.

[0031] The device data received from the mobile device
120 allows the image sharing network 110 to determine the
current and past locations of the third party 118 owner of the
mobile device 120 and the time that the third party 118 was at
those locations. As will be described in greater detail below,
using the device data received from the mobile device 120 and
the image data received from the image capture device 130,
the image sharing network 110 may determine the probability
that the third party 118 was captured in an image taken by the
image capturing party 119 using the image capture device
130. Based on this determination, in some embodiments, the
image sharing network 110 may modify the image to prevent
the image of'the third party 118 from being publicly displayed
by the image sharing network 110. In some embodiments, the
third party 118 owner of the mobile device 120 may turn-off
the device data generator 122 so that no device data is gener-
ated or sent to the image sharing network 110. If no device
data is generated, the image sharing network 110 may not
prevent the image of the third party 118 from being publicly
displayed by the image sharing network 110.

[0032] FIG.2isablock diagram illustrating components of
the image sharing network 110 within the image management
system 100 illustrated in FIG. 1, arranged in accordance with
at least some embodiments described herein. As illustrated,
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the image sharing network 110 may include a device data
analyzer 212, an analyzed data storage 214, an image storage
220, an image analyzer 222, an analyzed image data storage
224, a data correlator 230, a calculation unit 232, and an
image modifier 234. In some embodiments, the analyzed data
storage 214, the image storage 220, and the analyzed image
data storage 224 may each include non-transitory computer
readable storage media and/or may each represent logical
partitions in the same or different non-transitory computer-
readable storage media. Each of the device data analyzer 212,
the image analyzer 222, the data correlator 230, the calcula-
tion unit 232 and the image modifier 234 may be implemented
in hardware, software, or a combination of both hardware and
software. Alternately or additionally, although the image
sharing network 110 is illustrated as having various discrete
components, various components may be divided into addi-
tional components, combined into fewer components, or
eliminated, depending on the desired implementation.

[0033] The device data analyzer 212 may be configured to
receive device data from the device data generator 122 of the
mobile device 120. The device data analyzer 212 may alter-
nately or additionally be configured to calculate a movement
path of the mobile device 120 using the device data. In some
embodiments, the device data received by the image sharing
network 110 may represent the location of the mobile device
120 at different intervals of time. For example, the device data
may include the location of the mobile device 120 at time A
and the location of the mobile device 120 at time B, but not the
location of the mobile device 120 during the period between
time A and time B. For example, if the mobile device 120 is
moving, and the device data generator 122 is generating
device data every one minute, then the location of the mobile
device 120 between location data points in the device data
may not be included in the device data. In at least these
instances, the device data analyzer 212 may interpolate the
location of the mobile device 120 at one or more time frames
based on the device data provided by the mobile device 120.

[0034] Insome embodiments, the device data analyzer 212
may interpolate the location of the device at one or more times
frames using road information. The device data analyzer 212
may obtain road information from one or more sources,
including the Geographic Information System’s road infor-
mation. The device data analyzer 212 may search the nearest
and shortest combination of roads to link two locations from
the device data. Using this information, the device data ana-
lyzer 212 may interpolate the location of the mobile device
120 at time frames between the data points provided by the
mobile device 120. For example, if the mobile device 120 was
generating device data every T seconds and at time A was at
point D and at time C was at point F, the device data analyzer
212 may interpolate that at time B, which occurred after time
A and before time C, that the mobile device 120 may be
positioned at point E between points D and F.

[0035] Insomeembodiments, the device data analyzer 212
may also divide the Earth using a grid pattern to create device
location cells and place the device data points and interpo-
lated device data points into their appropriate device location
cells. In this data structure, each device location cell may
correspond to a specific area in the real world. The mobile
device 120 may thus be associated with device locations cells
that contain the locations traversed by the mobile device 120.
The device location cells may be determined based on one or
more of longitude and latitude, geographic boundaries,
streets, civil boundaries, or other factors. Furthermore, the
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size of the device location cells may vary and depend upon
one or more factors, such as, but not limited to, desired reso-
Iution, memory constraints, processing power, and other fac-
tors. The device data received from the mobile device 120 and
any interpolated device data may be stored in the analyzed
data storage 214 for later use. The device data and the inter-
polated device data may be stored according to their associ-
ated device location cells in some embodiments.

[0036] The image sharing network 110 may also be config-
ured to receive images from the image capture device 130 and
to store the images in the image storage 220. The image
sharing network 110 may also be configured to receive the
image data from the image capture device 130. As noted
above, in some embodiments, the image data may be embed-
ded as part of the image. In these embodiments and others, the
image may be sent to the image analyzer 222 to extract the
image data from the image. In some embodiments, the images
are analyzed by the image analyzer 222 before the images are
stored in the image storage 220. In some embodiments, the
images are stored in the image storage 220 and later accessed
and analyzed by the image analyzer 222 to extract the image
data.

[0037] The image data, whether extracted from the image
orreceived independently from the image capture device 130,
may be analyzed. In some embodiments, the image analyzer
222 may divide the Earth using a grid pattern to create image
location cells and place an image into specific image loca-
tions cells based on the location data within the image data. In
this data structure, each image location cell may correspond
to a specific area in real space. The image may thus be asso-
ciated with an image location cell that contains the location
where the image was captured. For example, in some embodi-
ments, an image location cell may be four city blocks. If the
image is captured within those four city blocks, the image
may be linked with that image location cell. The image loca-
tion cells may be determined based on one or more of longi-
tude and latitude, geographic boundaries, streets, civil bound-
aries, or other factors. Furthermore, the size of the image
location cells may vary and depend upon one or more factors,
such as, but not limited to, desired resolution, memory con-
straints, processing power, and other factors. The image loca-
tion cells may be similar in size to the locations cells used by
the device data analyzer 212 to analyze device data in some
embodiments.

[0038] The analyzed image data storage 224 may store the
image data, including the image location and image time. In
some embodiments, the image data may be stored in the
analyzed image data storage 224 according to the image
location cell associated with the image data.

[0039] The data correlator 230 may be configured to corre-
late the device data stored in the analyzed data storage 214
with the image data stored in the analyzed image data storage
224 by comparing the device data and the image data to
determine instances where an image is captured in a location
at the approximate time that the mobile device 120 is in the
same approximate location. The data correlator 230 may cor-
relate the device data and image data using any known algo-
rithm. In some embodiments, where the image data is asso-
ciated with an image location cell, the data correlator 230 may
determine if the mobile device 120 traversed or was otherwise
within the image location cell and the approximate time that
the mobile device 120 traversed or was otherwise within the
image location cell to correlate the device data with the image
data. In some embodiments, where the image data is associ-
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ated with an image location cell and the device data is asso-
ciated with device location cells, the data correlator 230 may
determine if the device location cells traversed by the mobile
device 120 are the same as or near the image location cell that
is associated with the image. If the device location cells and
image location cell match, overlap, or are closely related, the
data correlator 230 may determine if the time data associated
with device location cells and image location cell match,
overlap, or are closely related to determine a correlation
between the device data and the image data.

[0040] Insome embodiments, if the time data and the loca-
tion data of the device data and image data correspond, the
data correlator 230 may determine if the image capturing
party 119 is known to the third party 118 owner of the mobile
device 120. If the data correlator 230 determines that the
image capturing party 119 is known to the third party 118, the
data correlator 230 may determine the third party 118 con-
sented to any images captured by the image capturing party
119. As a result, the image sharing network 110 may not
modify the image.

[0041] The data correlator 230 may determine if the image
capturing party 119 is known to the third party 118 by com-
paring the name information associated with the image with a
list of people associated with the third party 118. For
example, in some embodiments, the image sharing network
110 may associate uploaded images with the name of the
image capturing party 119 that uploaded the image. The third
party 118 may also provide a list of associates to the image
sharing network 110. The data correlator 230 may use the list
of associates and the associated name to determine if the third
party 118 knows the image capturing party 119. In some
embodiments, the third party 118 may grant the image shar-
ing network 110 access to social networks in which the third
party 118 participates, and the image sharing network 110
may generate a list of associates based on the social network
connections of the third party 118.

[0042] If a correlation exists between the device data and
the image data, the data correlator 230 may be configured to
pass the image data and the device data to the calculation unit
232. The calculation unit 232 may be configured to calculate
the probability that the third party 118 was captured in the
image associated with the image data. The calculation unit
232 may calculate the probability based on one or more
factors, such as, but not limited to, the strength of the corre-
lation between the device data and the image data, terrain
where the image was captured, and other factors. If the prob-
ability is above a predetermined threshold, the calculation
unit 232 may be configured to indicate that the image may
present a privacy concern for the third party 118.

[0043] Insome embodiments, the predetermined threshold
may be determined by the image sharing network 110. Alter-
nately or additionally, the third party 118 may determine the
predetermined threshold according to the third party’s 118
privacy desires. Alternately or additionally, the image captur-
ing party 119 may determine a predetermined threshold
according to the image capturing party’s 119 privacy desires.
In some embodiments, the third party 118 and/or the image
capturing party 119 may communicate with the data correla-
tor 230 to send a predetermined privacy threshold by way of
a communication line 250. If more than one party has set a
predetermined threshold, the image sharing network 110 may
use the lowest value, highest value, mean value, median
value, or some other variation thereof.
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[0044] The image modifier 234 may be configured to
modify an image if the probability that the third party was
captured by the image associated with the image data is above
the predetermined threshold. In some embodiments, before
modifying the image, the image modifier 234 may send a
notification to the image capturing party 119 that the image
may have captured a third party. The notification may be sent
to the image capturing party 119 through the image capture
device 130 or through some other electronic device associ-
ated with the image capturing party 119, and/or to an email
address, phone number, or other address associated with the
image capturing party 119. The notification may request that
the image capturing party 119 signify that he or she under-
stands that a third party may have been captured by the image
and may ask the image capturing party 119 to not share the
image. In some embodiments, the image modifier 234 may
modify the image and then send a notification to the image
capturing party 119 that the image was modified because it
may have captured the image of a third party.

[0045] Insome embodiments, the image modifier 234 may
be configured to access the image in the image storage 270
and to modify the image by obscuring all or some of'the faces
in the image. In some embodiments, the faces of the image
may be obscured by performing mosaic processing. In some
embodiments, the image modifier 234 may access the image
in the image storage 270 and modify the image by removing
the faces in the image or by labeling the image as private to
prevent the public display of the image.

[0046] Insome embodiments, the image modifier 234 may
only obscure or remove the face of the third party 118. The
third party 118 may submit an image of the third party’s 118
face to the image modifier 234 by way of the communication
line 250. The image modifier 234 may identify the face of the
third party 118 within the image based on the image submit-
ted by the third party 118 and only obscure or remove the face
of the third party 118.

[0047] Insomeembodiments, a manner in which the image
is modified may depend on the probability that the image
captured a third party. For example, in some embodiments, an
image with a lower probability may be modified by obscuring
the face of the image and an image with a higher probability
may be modified by marking the image as private and pre-
venting the image from being shared. In some embodiments,
the image modifier 234 may modify a copy of the image that
may be shown publicly. The original image may be main-
tained unmodified and private.

[0048] In some embodiments, various components of the
image sharing networking 110 may be located on another
network or joined with another device. For example, in some
embodiments, the image storage 220 may be part of another
network that communicates with the image sharing network
110. The image capture device 130 may send the image and
the image data to the image analyzer 222 in the image sharing
network 110. The image analyzer 222 may analyze the image
and send the image to the image storage 220 on the other
network. In some embodiments, the image capture device 130
may send the image directly to the image storage 220 on the
other network and send the image data to the image analyzer
222 for analysis. Having the image storage 220 on another
network may allow for an image sharing service to divide the
resources that handle image sharing and the resources that
handle privacy maintenance of third parties.

[0049] As another example, in some embodiments, the
image capture device 130 may maintain the image and only
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send the image data to the image analyzer 222. If the image
sharing network 110 determined that the image needed to be
modified, the image modifier 234 may send a request to the
image capture device 130 to modify the image appropriately.
As another example, in some embodiments, the mobile
device 120 may include the device data analyzer 212 and
analyzed data storage 214. The mobile device 120 may send
the analyzed data directly to the data correlator 230 for cor-
relating the device data with the image data.

[0050] As another example, in some embodiments, the
image sharing network 110 may contain only the image stor-
age 220, the data correlator 230, the calculation unit 232, and
the image modifier 234. The mobile device 120 may contain
the device data generator 122, device data analyzer 212, and
the analyzed data storage 214. The image capture device 130
may contain the image analyzer 222 and the analyzed image
data storage 224. The image sharing network 110 may receive
the analyzed image and device data from the image capture
device 130 and the mobile device 120 respectively, correlate
the image and device data, and modity the image appropri-
ately as needed.

[0051] Insome embodiments, the device data generated by
the device data generator 122 and the image data may not be
analyzed. The raw device data and image data may be
received by the image sharing network 110 and correlated by
the data correlator 230. In these embodiments and others, the
image sharing network 110 may not contain the device data
analyzer 212 or the image analyzer 222. One skilled in the art
will appreciate that various other configurations and combi-
nations of the components described above with respect to
FIGS. 1 and 2 may exist without detracting from the essence
of the disclosed embodiments.

[0052] FIG. 3 shows an example flow diagram of a method
300 that may be implemented in the image management
system 100 of FIGS. 1 and 2, arranged in accordance with at
least some embodiments described herein. The method 300
includes various operations, functions, or actions as illus-
trated by one or more of blocks 302 and/or 304. The method
300 may begin at block 302.

[0053] Inblock 302, an image capture device, for example,
the image capture device 130 illustrated in FIGS. 1 and 2, may
capture an image. The image capture device may also gener-
ate image data that may include, but not be limited to, location
data indicating where the image was captured, time data
indicating when the image was captured, and capturing data
indicating the party that owns or operates or is otherwise
associated with the image capture device. In some embodi-
ments, the image data may be input by a party that owns or
operates or is otherwise associated with the image capture
device. In some embodiments, the image data may be sepa-
rate from or embedded in the image. Block 302 may be
followed by block 304.

[0054] Inblock 304, the image capture device may send the
image data to an image sharing network, such as the image
sharing network 110 illustrated in FIGS. 1 and 2. In some
embodiments, the image capture device may also send the
image to the image sharing network.

[0055] One skilled in the art will appreciate that, for this
and other processes and methods disclosed herein, the func-
tions performed in the processes and methods may be imple-
mented in differing order. Furthermore, the outlined steps and
operations are only provided as examples, and some of the
steps and operations may be optional, combined into fewer
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steps and operations, or expanded into additional steps and
operations without detracting from the essence of the dis-
closed embodiments.

[0056] FIG. 4 shows an example flow diagram of a method
400 that may be implemented in the image management
system 100 of FIGS. 1 and 2, arranged in accordance with at
least some embodiments described herein. The method 400
includes various operations, functions, or actions as illus-
trated by one or more of blocks 402, and/or 404. The method
400 may begin at block 402.

[0057] Inblock 402, a mobile device may generate device
data about the mobile device. The mobile device may include
the mobile device 120 illustrated in FIGS. 1 and 2, for
instance. The device data may include, but not be limited to,
location data that may indicate current and/or past locations
of'the device and time data that may indicate when the device
was at the locations. Block 402 may be followed by block
404.

[0058] Inblock 404, the mobile device may send the device
data to an image sharing network, such as the image sharing
network 110 illustrated in FIGS. 1 and 2.

[0059] FIG. 5 shows an example flow diagram of a method
500 that may be implemented in the image management
system 100 of FIGS. 1 and 2, arranged in accordance with at
least some embodiments described herein. The method 500
may include various operations, functions or actions as illus-
trated by one or more of blocks 502, 504, 506, 508, and/or
510. The method 500 may begin at block 502.

[0060] Inblock 502, an image sharing network may receive
image data from an image capture device through a commu-
nications network. The image capture device may include the
image capture device 130 of FIGS. 1 and 2, for instance. The
image data may include image location data that may indicate
the location where an image was captured. In some embodi-
ments, the image may be a photograph. In some embodi-
ments, the image may be an image from a video. In some
embodiments, the image data may also include time data
indicating when the image was captured. Block 502 may be
followed by block 504.

[0061] In block 504, the image sharing network may
receive device data from a mobile device separate from the
image capture device through the communications network.
The mobile device may be the mobile device 120 of FIGS. 1
and 2, for example, and/or may be associated with or owned
by a third party, such as the third party 118 of FIGS. 1 and 2.
The device data may include device location data that may
indicate current and/or past locations of the mobile device. In
some embodiments, the device data may also include time
data that may indicate when the mobile device was at the
locations in the device location data. Block 504 may be fol-
lowed by block 506.

[0062] Inblock506,theimage data and the device data may
be correlated. The image and device data may be correlated
by comparing the device location data with the image location
data to determine if the image was captured at an approximate
location where the device had been located. In some embodi-
ments, the image and device data may be further correlated by
comparing the device time data with the image time data to
determine if the image was captured in a location at an
approximate time that the device was in the same approxi-
mate location. A variety of algorithms may be used to corre-
late the image data with the device data. Block 506 may be
followed by block 508.

Jun. 20, 2013

[0063] Inblock 508, a probability that a user of the device
appears in the image captured by the image capture device
may be calculated based on the correlation of the device data
and the image data. Block 508 may be followed by block 510.
[0064] In block 510, the image may be modified if the
probability that the user of the mobile device appears in the
image is greater than a threshold. The threshold may be pre-
determined by the image sharing network, an owner of the
mobile device, a user of the mobile device a submitter of the
image to the image sharing network, or some combination
thereof. In some embodiments, the image may be modified by
removing the image from the image sharing service. Alter-
nately or additionally, the image may be modified by remov-
ing or obscuring the face of a person in the image. Alternately
or additionally, the image may be modified by maintaining
the image private in the image sharing service.

[0065] The outlined steps and operations of FIG. 5 are only
provided as examples, and some of the steps and operations
may be optional, may be combined into fewer steps and
operations, or expanded into additional steps and operations.
For instance, in some embodiments, the operation of calcu-
lating a probability that a user appears in an image as repre-
sented by block 508 may be omitted. Alternately, in some
embodiments, the operation of modifying the image as rep-
resented by block 510 may be omitted.

[0066] Alternately or additionally, the method 500 may
further include determining when the user of the mobile
device is the subject of the image. Making this determination
may include determining the submitter ofthe image and if the
submitter of the image is known to the user of the mobile
device. If the user of the mobile device is the subject of the
image, then the image may not be modified to protect the
privacy of the user of the mobile device. This circumstance
may occur when a friend or associate of the user of the mobile
device captures an image of the user of the mobile device with
consent of the user of the mobile device. In some embodi-
ments, determining if the submitter of the image is known to
the user of the mobile device may include determining if the
user of the mobile device and the submitter of the image are
networked through social media.

[0067] In some embodiments, the image sharing network
may receive device data intermittently. Likewise, in some
embodiments, the device data may only provide intermittent
device location. As a result, an approximate location of the
device during a time interval between intermittent location
data may not be available from the device data. Accordingly,
a location of the mobile device may be interpolated based on
the device location data received from the mobile device.
Interpolating the location of the mobile device may include
interpolating a path between two locations of the mobile
device provided by the device data. The path may be interpo-
lated using road information or other information.

[0068] An example of method 500 is as follows. A person
may desire to protect their privacy by not having their image
displayed in images found on public image sharing services
when the person is not the subject of the image. To protect his
or her privacy, the person may provide his or her location data
to an image sharing network. A mobile device carried by the
person, such as a smart phone, may provide the location of the
person to the image sharing service. The image sharing ser-
vice may store the location data of the person.

[0069] Theimage sharing network may also receive images
taken by users of the image sharing service. The images may
contain image data, such as where the image was taken and
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when the image was taken. The image sharing network may
store the image data and compare the image data with data
from the mobile device of the person to determine if an image
was captured at a location where the person was located. If the
image was taken where the person was located, the person
may have been captured in the image. The image sharing
network may determine that the probability that the person
was captured in the image is above a predetermined threshold
and modify the image. The image may be modified by obscur-
ing the face of the person in the image so that the privacy of
the person is protected.

[0070] FIG. 6 is a block diagram illustrating an example
computing device 600 that is arranged for managing captured
images, in accordance with at least some embodiments
described herein. The computing device 600 may be included
in any one of the mobile device 120, and/or the image capture
device 130, and/or may include any one or more of the device
data analyzer 212, the image analyzer 222, the data correlator
230, the calculation unit 232, or the image modifier 234 of
FIG. 1 or2, or both, for example. In a very basic configuration
602, the computing device 600 typically includes one or more
processors 604 and a system memory 606. A memory bus 608
may be used for communicating between the processor 604
and the system memory 606.

[0071] Depending on the desired configuration, the proces-
sor 604 may be of any type including but not limited to a
microprocessor (LP), a microcontroller (uC), a digital signal
processor (DSP), or any combination thereof. The processor
604 may include one more levels of caching, such as a level
one cache 610 and a level two cache 612, a processor core
614, and registers 616. An example processor core 614 may
include an arithmetic logic unit (ALU), a floating point unit
(FPU), a digital signal processing core (DSP Core), or any
combination thereof. An example memory controller 618
may also be used with the processor 604, or in some imple-
mentations, the memory controller 618 may be an internal
part of the processor 604.

[0072] Depending on the desired configuration, the system
memory 606 may be of any type including but not limited to
volatile memory (such as RAM), non-volatile memory (such
as ROM, flash memory, etc.) or any combination thereof. The
system memory 606 may include an operating system (OS)
620, one or more applications 622, and program data 624. The
application 622 may include a determination application 626,
such as correlating algorithm, that is configured to correlate
image data and device data as described herein or other algo-
rithms including those described with respect to the methods
300, 400, and 500 of FIGS. 3, 4, and 5. The application 622
may correspond to the data correlator 230 of FIG. 2, for
example. The program data 624 may include determination
data 628, such as device data, that may be useful for calcu-
lating a probability that a user of the device was captured in an
image as is described herein. In some embodiments, the
application 622 may be arranged to operate with the program
data 624 on the OS 620 such that implementations of man-
aging an image sharing network such as described in the
method 500 of FIG. 5 may be provided as described herein.
This described basic configuration 602 is illustrated in FIG. 6
by those components within the inner dashed line.

[0073] The computing device 600 may have additional fea-
tures or functionality, and additional interfaces to facilitate
communications between the basic configuration 602 and any
required devices and interfaces. For example, a bus/interface
controller 630 may be used to facilitate communications
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between the basic configuration 602 and one or more data
storage devices 632 via a storage interface bus 634. The data
storage devices 632 may be removable storage devices 636,
non-removable storage devices 638, or a combination
thereof. Examples of removable storage and non-removable
storage devices include magnetic disk devices such as flexible
disk drives and hard-disk drives (HDD), optical disk drives
such as compact disk (CD) drives or digital versatile disk
(DVD) drives, solid state drives (SSD), and tape drives to
name a few. Example computer storage media may include
volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for storage
of information, such as computer readable instructions, data
structures, program modules, or other data.

[0074] The system memory 606, removable storage
devices 636 and non-removable storage devices 638 are
examples of computer storage media. Computer storage
media includes, but is not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical storage, magnetic cas-
settes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium which may be
used to store the desired information and which may be
accessed by the computing device 600. Any such computer
storage media may be part of the computing device 600.
[0075] The computing device 600 may also include an
interface bus 640 for facilitating communication from various
interface devices (e.g., output devices 642, peripheral inter-
faces 644, and communication devices 646) to the basic con-
figuration 602 via the bus/interface controller 630. Example
output devices 642 include a graphics processing unit 648 and
an audio processing unit 650, which may be configured to
communicate to various external devices such as a display or
speakers via one or more A/V ports 652. Example peripheral
interfaces 644 include a serial interface controller 654 or a
parallel interface controller 656, which may be configured to
communicate with external devices such as input devices
(e.g., keyboard, mouse, pen, voice input device, touch input
device, etc.) or other peripheral devices (e.g., printer, scanner,
etc.) via one or more I/O ports 658. An example communica-
tion device 646 includes a network controller 660, which may
be arranged to facilitate communications with one or more
other computing devices 662 over a network communication
link via one or more communication ports 664.

[0076] The network communication link may be one
example of a communication media. Communication media
may typically be embodied by computer readable instruc-
tions, data structures, program modules, or other data in a
modulated data signal, such as a carrier wave or other trans-
port mechanism, and may include any information delivery
media. A “modulated data signal” may be a signal that has one
or more of its characteristics set or changed in such a manner
as to encode information in the signal. By way of example,
and not limitation, communication media may include wired
media such as a wired network or direct-wired connection,
and wireless media such as acoustic, radio frequency (RF),
microwave, infrared (IR) and other wireless media. The term
computer readable media as used herein may include both
storage media and communication media.

[0077] The computing device 600 may be implemented as
a portion of a small-form factor portable (or mobile) elec-
tronic device such as a cell phone, a personal data assistant
(PDA), apersonal media player device, a wireless web-watch
device, a personal headset device, an application specific
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device, or a hybrid device that include any of the above
functions. The computing device 600 may also be imple-
mented as a personal computer including both laptop com-
puter and non-laptop computer configurations.

[0078] The present disclosure is not to be limited in terms of
the particular embodiments described herein, which are
intended as illustrations of various aspects. Many modifica-
tions and variations can be made without departing from its
spirit and scope, as will be apparent to those skilled in the art.
Functionally equivalent methods and apparatuses within the
scope of the disclosure, in addition to those enumerated
herein, will be apparent to those skilled in the art from the
foregoing descriptions. Such modifications and variations are
intended to fall within the scope of the appended claims. The
present disclosure is to be limited only by the terms of the
appended claims, along with the full scope of equivalents to
which such claims are entitled. It is to be understood that the
present disclosure is not limited to particular methods,
reagents, compounds compositions or biological systems,
which can, of course, vary. It is also to be understood that the
terminology used herein is for the purpose of describing
particular embodiments only, and is not intended to be limit-
ing.

[0079] With respect to the use of substantially any plural
and/or singular terms herein, those having skill in the art can
translate from the plural to the singular and/or from the sin-
gular to the plural as is appropriate to the context and/or
application. The various singular/plural permutations may be
expressly set forth herein for sake of clarity.

[0080] It will be understood by those within the art that, in
general, terms used herein, and especially in the appended
claims (e.g., bodies of the appended claims) are generally
intended as “open” terms (e.g., the term “including” should
be interpreted as “including but not limited to,” the term
“having” should be interpreted as “having at least,” the term
“includes” should be interpreted as “includes but is not lim-
ited to,” etc.). It will be further understood by those within the
art that if a specific number of an introduced claim recitation
is intended, such an intent will be explicitly recited in the
claim, and in the absence of such recitation no such intent is
present. For example, as an aid to understanding, the follow-
ing appended claims may contain usage of the introductory
phrases “at least one” and “one or more” to introduce claim
recitations. However, the use of such phrases should not be
construed to imply that the introduction of a claim recitation
by the indefinite articles “a” or “an” limits any particular
claim containing such introduced claim recitation to embodi-
ments containing only one such recitation, even when the
same claim includes the introductory phrases “one or more”

[Tt}

or “at least one” and indefinite articles such as “a” or “an”
(e.g., “a” and/or “an” should be interpreted to mean “at least
one” or “one or more”); the same holds true for the use of
definite articles used to introduce claim recitations. In addi-
tion, even if a specific number of an introduced claim recita-
tion is explicitly recited, those skilled in the art will recognize
that such recitation should be interpreted to mean at least the
recited number (e.g., the bare recitation of “two recitations,”
without other modifiers, means at least two recitations, or two
or more recitations). Furthermore, in those instances where a
convention analogous to “at least one of A, B, and C, etc.” is
used, in general such a construction is intended in the sense
one having skill in the art would understand the convention
(e.g., “a system having at least one of A, B, and C” would
include but not be limited to systems that have A alone, B
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alone, C alone, A and B together, A and C together, B and C
together, and/or A, B, and C together, etc.). In those instances
where a convention analogous to “at least one of A, B, or C,
etc” is used, in general such a construction is intended in the
sense one having skill in the art would understand the con-
vention (e.g., “a system having at least one of A, B, or C”
would include but not be limited to systems that have A alone,
B alone, C alone, A and B together, A and C together, B and
Ctogether, and/or A, B, and C together, etc.). It will be further
understood by those within the art that virtually any disjunc-
tive word and/or phrase presenting two or more alternative
terms, whether in the description, claims, or drawings, should
be understood to contemplate the possibilities of including
one of the terms, either of the terms, or both terms. For
example, the phrase “A or B” will be understood to include
the possibilities of “A” or “B” or “A and B.”

[0081] Inaddition, where features or aspects of the disclo-
sure are described in terms of Markush groups, those skilled
in the art will recognize that the disclosure is also thereby
described in terms of any individual member or subgroup of
members of the Markush group.

[0082] As will be understood by one skilled in the art, for
any and all purposes, such as in terms of providing a written
description, all ranges disclosed herein also encompass any
and all possible sub ranges and combinations of sub ranges
thereof. Any listed range can be easily recognized as suffi-
ciently describing and enabling the same range being broken
down into at least equal halves, thirds, quarters, fifths, tenths,
etc. As a non-limiting example, each range discussed herein
can be readily broken down into a lower third, middle third
and upper third, etc. As will also be understood by one skilled
in the art all language such as “up to,” “at least,” and the like
include the number recited and refer to ranges which can be
subsequently broken down into sub ranges as discussed
above. Finally, as will be understood by one skilled in the art,
arange includes each individual member. Thus, for example,
agroup having 1-3 cells refers to groups having 1, 2, or 3 cells.
Similarly, a group having 1-5 cells refers to groups having 1,
2,3, 4, or 5 cells, and so forth.

[0083] From the foregoing, it will be appreciated that vari-
ous embodiments of the present disclosure have been
described herein for purposes of illustration, and that various
modifications may be made without departing from the scope
and spirit of the present disclosure. Accordingly, the various
embodiments disclosed herein are not intended to be limiting,
with the true scope and spirit being indicated by the following
claims.

1. A method for managing a captured image, the method
comprising:

receiving image data, the image data comprising image

location data regarding where an image is captured;
receiving device data from a device, the device data com-
prising device location data;

correlating the device data with the image data; and

modifying the image based on the correlation of the device

data and the image data.

2. The method of claim 1, wherein the image comprises a
photograph or an image of a video.

3. The method of claim 1, wherein modifying the image
comprises removing or obscuring a face of a person in the
image.

4. The method of claim 3, further comprising sending a
notification to an image sending device that sends the image
data, the notification indicating that the image was modified.
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5. The method of claim 1, wherein correlating the device
data with the image data comprises comparing the device
location data with the image location data and device time
data with image time data, wherein the device time data
represents when the device location data was collected and
the image time data represents when the image was captured.

6. The method of claim 1, further comprising calculating a
probability that a user of the device appears in the image
based on the correlation of the device data with the image
data, wherein the image is modified when the probability that
the user of the device appears in the image is greater than a
threshold.

7. The method of claim 6, further comprising determining
that the user of the device is the subject of the image by
determining a submitter of the image and determining that the
submitter of the image is known to the user of the device.

8. (canceled)

9. The method of claim 7, wherein determining that the
submitter of the image is known to the user of the device
comprises determining that the user of the device and the
submitter of the image are networked through social media.

10. The method of claim 1, further comprising interpolat-
ing a location of the device using the device location data.

11. (canceled)

12. The method of claim 1, wherein the device is a mobile
communication device.

13. (canceled)

14. (canceled)

15. The method of claim 1, further comprising receiving at
an image sharing network the image, wherein modifying the
image occurs after the image is received at the image sharing
network.

16. The method of claim 15, wherein modifying the image
comprises removing the image from the image sharing net-
work or maintaining the image private in the image sharing
network.

17. (canceled)

18. A method for managing a captured image, the method
comprising:

receiving image data, the image data comprising image

location data regarding where an image is captured;
receiving device data from a device, the device data com-
prising device location data;

correlating the device data with the image data; and

calculating a probability that a user of the device appears in

the image based on the correlation of the device data
with the image data.

19. (canceled)

20. The method of claim 18, further comprising modifying
the image based on the correlation of the device data and the
image data in response to calculating that the probability that
the user of the device appears in the image is greater than a
threshold.
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21. The method of claim 20, wherein modifying the image
comprises removing or obscuring a face of a person in the
image or classifying the image as private.

22. (canceled)

23. A system for managing a captured image, the system
comprising:

a data correlator configured to correlate image data with
device data, the image data comprising image location
data regarding where an image is captured and the
device data comprising device location data regarding a
location of a device; and

an image modifier configured to modify the image based
on the correlation of the image location data and the
device location data.

24. The system of claim 23, wherein the image comprises

a photograph or an image of a video.

25. The system of claim 23, wherein the image modifier is
configured to modify the image by removing or obscuring a
face of a person in the image.

26. (canceled)

27. The system of claim 23, further comprising a device
data analyzer configured to interpolate an interpolated loca-
tion of the device at the time the image is captured, wherein
the data correlator correlates the image location data with the
interpolated location of the device.

28. The system of claim 23, wherein the data correlator is
configured to correlate the image location data with device
location data and is further configured to correlate device time
data with image time data, wherein the device time data
represents when the device location data is collected and the
image time data represents when the image is captured.

29. The system of claim 23, further comprising a calcula-
tion unit configured to calculate a probability that a user of the
device appears in the image based on the correlation of the
device data with the image data, wherein the image modifier
is configured to modify the image when the probability that
the user of the device appears in the image is greater than a
threshold.

30. The system of claim 23, wherein the data correlator is
configured to determine when a submitter of the image is
known to a user of the device.

31. The system of claim 30, wherein the data correlator is
configured to use data from social media to determine that the
submitter of the image is known to the user of the device.

32. An image sharing network that includes the system
claimed in claim 23, wherein the image modifier is configured
to modify the image by removing the image from the image
sharing network or by classifying the image as private within
the image sharing network.

33-40. (canceled)



