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UNIXIZE 1T 5 R

« IRRARAVE 2 —ZIXENEN DR

Bl &(ZgettyZz2EIL T, ImARhH init
SDEHERD A
- getty = get tty
getty getty getty
: Iogin( J:") A—HHENRT—FIC
login S8R T —

- A—HYHAEFEL =shellZ£EIL, if

RKNODAEANZET
h | AL
- BIEEE K Eshell e DBIELT, 37 c @ &5 AL

VERTOERZERE LALEETS.
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TelnetZOka)L

: 4/’5‘ FYhEE- - BimRDEIR
)T ILEBEEDRDYIZA U 2—R Y EBIEIZED
- TCPaxv av(tyiay, EEHEHY)
- 1R—k23

: QF%I BgilroOara)l
HARNDANINF-XFErEEDIAVE 2—2(T1ES
o Lﬁlzaa)Tl'\ZI*:I/tl—’)'lb\HjjJLT‘jC%jé AARICERTT D

- VTP IVERD DY ZEITIITT, BEHEEICDONTINETOILHE
FHERLD
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R—k23

iR ERARDBIEICE TEHLLKDONDA T3 DR iSE FI6E
- DO & DON'T
- WILL & WON'T



73> NIk

X ERAITXERINZLIZLY WILL X
- 3E{E{8 WILL X [ EIE A J( { ZAE 1 }
- {8 DO X FE71=[& DON'T X &5 DO X \
$8E DON'T X
- ZEAITXZEIZTIELLY DO X )(
- X{&fl DO X = .
- 2458 WILL X F1=[& WON'T X [ == J< 22 wiix L =" }
#EE WON'T X
AR TXEEBITLI=L . wonx
- =S8 WON'T X L XIS A J< { ZAE 1A }
- (=48] DON'T X & DONTX -
- ZEAITXZEIZLTIELLY . DONTX
- %= DON'T X [ IS J< ’( ZIE 18 }
- {8 WON'T X & WONTX -
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AT a3 545

iy AR AR

echo(0x01) WON'T(Oxfc) || | AC(0xff)

= echo(0x01)

IAC(0xff) ™| DON'T(Oxfe)

<Z—

TERM TYPE |_|
(0x18) WILL(Oxfb) = IAC(Oxff) N

| TERM TYPE
IAC(oxff) [| DO(0xfd) (0x18)

IAC(Oxff) fi SE(0xf0) 7

TERM TYPE | SEND(0x01)
~ SB(Oxfa) —  (0x18)

<€— |AC(Oxff)

OrO0OK1prtHVHR ISOx00) L TERMTYPE
ox18) 1 SBOM) = acoxf) >

SE(0xfO0) |AC(0xff)

IAC: Interpret As Command
SB~ SE: Sub negotiation
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- Are You There
- |AC, Oxf6

- XFHE
- IAC, Oxf7

- JAVIEE
- |AC, Oxf8

- 7Bt XH (ctrl-C)
- IAC, Oxf4

- HAHIE
- IAC, Oxf5

- FE# (TCPRAT—H)
- 1AC, 0xf2
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TelnetDFHFE ZR

- TelnetD BB =
c A—HYLZ - NRD—KDBREXTHRNBE=OH, X)) T4 LBEILHS

- Rlogin (remote login)
- UNIXIZHEWLTEWNOT LK SIZERET
- BSD 4IZHBWVTEA
- BT A F1—4% ~/.rhosts [ZZWVTHIFIE, NRT—KEZLIZFI B EE
- LXAVTA DA THEHLNGLZY DDH S

- SSH (Secure Shell)

protocol 1,2
- #BEE7/3E: password, challenge-response, RSA, DSA

- E—FTROMYT
- WindowsIZHI[FT45)E—r32—=F )L
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- RSA(Rivest Shamir Adleman) F25E TN

- DSA (Digital Signature Algorithm) 23 BOFEE

a1t

- BIEEDQHFEMENIZHIBIENKIIZT S e welt

. HERES hello ——> ifmmp ——— hello (=
- BEBAISHSATIEOFAL . R =

N T Q L T E
- NHFREMERORTZRANS

VAN 2]
- TANRISAINTIVENWIEZERT S
- FIvIY L = —

- BEFEH/ W 2BEE(MD5, SHA-1, SHA-2)
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c DSGAIUMEZ TR AO=F LoD ENRT—KhoHFEEHET S
c FHELEBFE(LRRUR)EY—/NIZEYIRT
H—N\THRLHEEITOL AR RE—T EMARD

¢ RSAI:IILM:I
- RSA(Rivest Shamir Adleman) AB#ES %25 BT 5
- DHBEMEBRORTEERT S
- PNEHBEEY—NIZEERT D
- H—NITEL B E AR THESILITZATUMNIES
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SSH#I 2

REEOHIEEFALT, BREARMIRSITEEE

?‘57 akaJjL
- IR—hk22

BET—5
DSAT7 R — I\ AYE—UZFDPYRYT S
c Ayt—T I\ Ty I ANOGN T S{ESh5
BHODFrRILEEYIT U RZEELT

Ayt—

Ayt—oID

Ayt—CEHDIEH

(1byte)
NIk
INTybR NTAUTR
(4byte) (1byte) N HI:EIL 24k
T2 (Ayt—) SV LIGINT AT
MAC ]
}‘Jt_/nrunl—t: |“

Message ID Value
SSH_MSG_DISCONNECT 1
SSH_MSG_IGNORE 2
SSH_MSG_UNIMPLEMENTED 3
SSH_MSG_DEBUG 4
SSH_MSG_SERVICE_REQUEST 5
SSH_MSG_SERVICE_ACCEPT 6
SSH_MSG_KEXINIT 20
SSH_MSG_NEWKEYS 21
SSH_MSG_USERAUTH_REQUEST 50
SSH_MSG_USERAUTH_FAILURE 51
SSH_MSG_USERAUTH_SUCCESS 52
SSH_MSG_USERAUTH_BANNER 53
SSH_MSG_GLOBAL_REQUEST 80
SSH_MSG_REQUEST_SUCCESS 81
SSH_MSG_REQUEST_FAILURE 82
SSH_MSG_CHANNEL_OPEN 90
SSH_MSG_CHANNEL_OPEN_CONFIRMATION 91
SSH_MSG_CHANNEL_OPEN_FAILURE 92
SSH_MSG_CHANNEL_WINDOW_ADJUST 93
SSH_MSG_CHANNEL_DATA 94
SSH_MSG_CHANNEL_EXTENDED_DATA 95
SSH_MSG_CHANNEL_EOF 96
SSH_MSG_CHANNEL_CLOSE 97
SSH_MSG_CHANNEL_REQUEST 98
SSH_MSG_CHANNEL_SUCCESS 99
SSH_MSG_CHANNEL_FAILURE 100




SSHEEL—FT 2 XHE (1)

Client Server

'_;_) H - BT AL ELTHRTRTE
G R=OITHEERIRT D

Establish TCP Connection

SSH-protoversion-softwareversion

Y

Identification String
Exchange | SSH-protoversion-softwareversion
SSH_MSG_KEXINIT S
Algorithm Negotiation
2 SSH_MSG_KEXINIT
Key Exchange
SSH_MSG_NEWKEYS ”
End of Key
Exchange SSH_MSG_NEWKEYS

A

SSH_MSG_SERVICE_REQUEST
Service Request

Y

http://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back-issues/table-contents-46/124-ssh.html



SSH SSHENEL—4 > XE (2)

Client Server
] H C FerLIEICR L DT—4
= DAY ERY A AT EE

- UTI)LDELT
- OAYURDEST
> - IR—hERE

SSH_MSG_CHANNEL_OPEN_CONFIRMATION - X11851%E

Establish Authenticated Transport Layer Connection

SSH_MSG_CHANNEL_OPEN

Open a Channel

A

SSH_MSG_CHANNEL_DATA

Y

SSH_MSG_CHANNEL_DATA

Data Transfer

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL_DATA

SSH_MSG_CHANNEL CLOSE
Close a channel

Y

http://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back-issues/table-contents-46/124-ssh.html
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- Telnet
- oL HULTCPZORIILD—D
- BffC{RBmREAA—R I ETEEL-ED
- X aT/4DEEHY

° SSH
1%3:0.:”&’&%9%357 OkajL
@ﬂ@l YRR E YR —
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S,

EFA—I)LDERESR

- MUA (Mail User Agent)

A= HITAT IR
AL DERIEETS

- MTA (Mall Transfer Agent)
- A—)LEIRFKITEDY—/N

- MDA (Mail Deliver Agent)
- MTADNA—=)LIRY I RIZEEZ ALY IO T

- MRA (Mail Retrieval Agent)
c JE—FDA=ILIRYIZAMBEA—=)LERYALH—E R

DA<

A—ILYTH

T

EE =5
N A 3 A— LY —/\ > A—JLH—
SMTP MTA SMTP MTA
MRA
IMAP POP




SMTP

- Simple Mail Transfer Protocol
- MUADSMTAIZA—)LZE D EEITFIA
- MTADMBDMTAIZA—)LZERE T HEEIZFI A

SMTP SMTP)

SMTP
MUA > MTA >

MTA MTA

- iRk
- RFC821 (19824 ) N Ex 4]

- H YRR AE AN BN
- ESMTP (Extended SMTP)

- TCPOxRI 3y
- IR—k25



SMTPHY—/\AZBa<T R

- HELO - RSET

- EERRANREIET - B—/\DIREZX) YT S
- MAIL - NOOP

s A= )L AYE— DEIEE ST - farE L7y

XstE5
- QUIT

- RCPT CRTTE

- REHZMLES
- DATA

: 2—)1/%“/-&—90)??@’&52



A— L DE(EH

- H—/NIZEES \l,

—~ 220 smtp.sfc.keio.ac.jp SMPT - DATA

. 354 Enter mail, end with "." on

 HELO ninna.tom.sfc.keio.ac.]jp a line by itself

—~ 250 ninna.tom.sfc.keio.ac.jp

Hello
From: hagino@sfc.keio.ac.jp
- MAIL FROM: hagino@sfc.keio.ac.jp To: ns@gms.komazawa-u.ac.jp
—~ 250 hagino@sfc.keio.ac.jp Cc: timbl@w3.org
Sender ok Subject: Hello

- RCPT TO: ns@gms.komazawa-u.ac.jp Dear Nobuo and Tim
14

—~ 250 ns@gsm.komazawa-u.ac.]jp —
Recipient ok A

- RCPT TO: timbl@www.org —~ 250 0AA06460 Message accepted

~ 220 timbl@www.org No such user for delivery

- RCPT TO: timbl@w3.org - QUIT

. 250 timbl@w3.org Recipient ok —~ 221 smtp.sfc.keio.ac.jp closing
connection




A— LR R EA—)LHY—/\

\Tatsuya Hagino <hagino@sfc.keio.ac.j3>

)\ J |\
| |

Y
EKT4 A—AJLER KA

c A—JLT7RLARIZA—AHILERER AL NSRS
- RKALUIEDNSDR A, KXFENTFORBIEALS

DCALBERRERXFNRFORABBEH, WRT BLAT LA
LY

« A—)LH—/\
c AV EDSXET DA—IL Y —N\FRFTLELHD
- DNSMDMX (Mail Exchange) TRAS Y D A—)LY—/I\FIEET S

mail-gw2.sfc.keio.ac.jp

MX
sfc.keio.ac.jp DEEEmm——)

mail-gwl.sfc.keio.ac.jp



SMTPDtFa!) T4
CHETUOA—LERBIENTES Q\% 9

- TYFTERLA— LA AT EE aaa@sfc.jp

. SpamMTE3 j@/ bbb@keio.jp
- MUAZIRET S Q From: aaa@sfc.jp

- POP before SMTP
- SMTP AUTH

- SAEBMTA®D F| FZ IR
- HAERD25FER—E~DBEIEZEHIRE
- MSA (Message Submission Agent)

589 25
MUA > MSA >  MTA
Figewall

- A—)LABZES1E
- SMTP over SSL

To: bbb@keio.jp

xxx@bad.jp




A— LY —I\JDIrHTT

- sendmaill
- 1980&F X IZBerkeley C{ERk
- UUCPIZESMTPUNDEFA—ILTBRILIZHRT I
- sendmail.cflZZT#3FA|ZELZEZKYERTE

- gmail
- sendmail& (LY, B ETOUT IV DBRELEE
- BREMNEER
- A—)LRwH R [EMaildirFs AT 74 )Lk

- postfix
- sendmailE DIR{F LD B TEGR

- courier-MTA
A —Tv—X
- gmail M # ik

. exim



A= L AYE—DTA—TVE

s NYE
- RFC822
- To: HTE
- From: E{EH&
- Date: B¢
- Subject: IV

- AX

- MIME (Multipurpose Internet Mail Extensions)
MIME-Version: 1.0

Content-Type: type/subtype; parameter

Content-Transfer-Encoding: mechanism

Content-ID: message-id

Content-Description: text



Content-Type

- text/plain;charset=us-ascii
- BEDTHRE

- text/enriched
- He is a <bold>Japanese</bold>

- multipart/mixed;boundary="-3D3C5DF17D08"”
- BROT—ENLED

- message/rfc822
- BFA—I

- application/octec-stream;name=text.1lzh; type=1zh
- application/postscript

- image/jpeg

- audio/basic

- video/mpeg



BFA—ILTOBREDERY KL
- AN

- T I4—ILkZis0-2022-jp
- MIMEIZ&KY I a—F 429 =8 EmlfE

c AyE—UAYE
- ASCHD A AT 8E
- SubjectiZBAREZE AN EEIZFASCHIZTZ O—FRT 5

- base64
- Subject: ?IS0-2022-JP?B?GyRCMGY4fU1INGyhC?=

- guoted-printable
* Subject: ?IS0-88591?Q7?Keld J=F8rn Simonsen?=



BFA—ILDZE
- A—ILRYIRZEERRS

c JE—RGA—=ILIRYIRANSA—)LEES>TETRS

- POP3 - IMAP4
+ Post Office Protocol * Internet Message Access Protocol
« A—)LEMUAIZERY AT AL « ARy I RZERET HTOML
c DSAT D A—ILERED * MUA[FA—ILD Tyl oDt
o A—)LEH—NIZELTHEEMDOMUA - EHOMUALEFTIEE
ERFT O AR L OSATUME RS A EH L

client




POP O 45451

+OK Qpopper at mail.sfc.keio.ac.jp starting.
USER hagino

+OK Password required for hagino.
PASS password

+OK Welcome hagino!
STAT

+OK 3 1230
RETR 1

(the first mail)
DELE 1

+OK Message 1 marked for deletion
QUIT

+OK 1 message expunged. Bye!



IMAP O #5451

v

Al31 FETCH 3 BODY[TEXT]
* FETCH (Body[TEXT] {62}
(A—IVEX)
)
Al31 OK FETCH completed
Al133 LOGOUT
* BYE IMAP4revl Server logging out
Al133 OK LOGOUT completed

+OK IMAP4revl server ready
Al21 CAPABILITY
* CAPABILITY IMAP4revl AUTH=X509
Al21 OK CAPABILITY completed
Al23 LOGIN hagino password
Al23 OK LOGIN completed
Al25 LIST ~/Mail/$%
* LIST (¥Marked) "/" ~/Mail/Inbox
* LIST () "/" ~/Mail/Stuff
Al25 OK LIST completed
Al27 DELETE ~/Mail/Stuff
Al27 OK DELETE Completed
Al29 SELECT ~/Mail/Inbox
* 23 EXISTS
12 RECENT
OK [UNSEEN 3] Messages 3 is first unseen
OK [UIDVALIDITY 5732875] UISs valid
FLAGS (¥Answered ¥Flagged ¥Deleted ¥Seen ¥Draft)
Al129 OK [READ-WRITE] SELECT completed

* % % *




BFA—ILZDIhEERE

- A—ILDERE
- BOA—ILERIDOTRFLRIZERET S
- BEDUNIXTIL ~/. forward [ZECi (MDAAALIR)
- VRATLEERDEDIE /etc/aliases [ZERiE (MTALALER)

A=) AR (ML)
- BEANIZRBEICA—ILEED
- FED)AREEIFELIE=A—ILZRLRZE-THEL

. )‘ ILDIRY 731+
BWZA—=LIZRHLTTRT S LEEEL, FHICIECTREEITS
- BEIOAILEIRYS T
- BB RUTRERIE
- SPAMIRY 71T
- FEDOBEELRE
- MDA&L TprocmailizEMNE R

- A—I)LDOIEE1E
- BEBLMGOIENTELANELSICA—ILAXZE ST S
- AV ERIIREEIES ALY
- B ZEEONHBETHESILT S

- A—ILDEFES
- EEEBNELLCELEZEET S
- A=ILDFENRITASN TGN EEZRARS
- FlEEEOMBERERTAYVE—OF AP ANERESILT S
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- HEHORFCTHRE

i

« A—)LOSA TR (MUA) DERTE
- BFA-ILDFEIEEZIETIETOR LN ELS

- SMTP
- POP/IMAP
X al) T4 ELORBREHZ LY

- SPAM



